1-1 waitfor delay '0:0:15" --

Questions

1. Why would an attacker use 'waitfor delay' in testing a database?

A. To test database vulnerabilities through timing
B. To enhance user authentication processes

C. To escalate user privileges

D. To fix broken SQL queries

2. What is an effective method to mitigate the risk of 'waitfor delay' exploitation in
SQL applications?

A. Block all SQL queries with delays

B. Implement input validation and parameterized queries
C. Restrict database user permissions

D. Use faster database servers



