1-1) OR 676=(SELECT 676 FROM
PG _SLEEP(15))--

Questions

1. What type of SQL injection relies on observing system response time delays to
determine whether a query is successful?

A. Error-based SQL injection
B. Union-based SQL injection
C. Time-based SQL injection
D. Boolean-based SQL injection

2. What strategy helps protect against SQL injection attacks in web applications?

A. Keeping software versions outdated
B. Utilizing parameterized statements
C. Centralizing user data storage

D. Regular database audits

3. What security feature do SQL injection attacks commonly exploit?

A. Poor software interoperability
B. Data validation weaknesses

C. Database schema redundancy
D. High performance impact



